
 Pre-requis i tes  needed:   

COUN 140 OR 150,  C IS  190 & C IS  230

Cybersecurity

Pathway
For Continuing Students



C I S  1 9 5  C :  N E T W O R K
S E C U R I T Y

Prepares students  to  ident i fy

network secur i ty  threats  &

implement procedures for  secur ing

networks .  Top ics  covered inc lude

CompTIA 's  Secur i ty+ cert i f icate ,

malware & soc ia l  eng ineer ing

attacks ,  bas ic  cryptography ,

wire less  network secur i ty ,  access

contro l ,  authent icat ion ,  r i sk

management & vu lnerab i l i ty

assessment are  covered .  (CSU)

C I S  1 9 6  C :  E T H I C A L
H A C K I N G

Prov ides students  with  bas ic  ant i -

hack ing network secur i ty  concepts

and hands-on sk i l l s .  Important

network secur i ty  top ics  covered in

CEH (Cert i f ied Eth ica l  Hacker)

cert i f icate  such as  network and

computer  attacks ,  footpr int ing ,

port  scann ing ,  enumerat ion ,

cryptography and OS vu lnerab i l i t ies

are covered .  (CSU) 
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C I S  2 4 7  C :  P Y T H O N
P R O G R A M M I N G

In  th is  course ,  students  wi l l

obta in  a  hands-on introduct ion to

the Python language ,  Python

too ls ,  Python app l icat ions ,  and

Python Web programming .

Through lectures  and laboratory

work ,  students  learn the sk i l l s  of

Python programming .  (CSU/UC,  C-

ID :  COMP 122)

C I S  2 3 1  C :  C I S C O
N E T W O R K I N G  2

Introduces students  to  router

fundamenta ls ,  router  setup and

conf igurat ion ,  network

management ,  rout ing and routed

protoco ls ,  and network

troub leshoot ing .  Top ics  inc lude :

managing C isco IOS software ,

D istance Vector  Rout ing Protoco ls ,

TCP/ IP su i te  error  and contro l

messages ,  bas ic  router

troub leshoot ing ,  and access  contro l

l i sts .  (CSU)
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C I S  2 3 2  C :  C I S C O
N E T W O R K I N G  3

Focuses on advanced IP

address ing techn iques ;  Var iab le

Length Subnet  Mask ing (VLSM) ,

intermediate  rout ing protoco ls

(R IP v2 ,  s ing le-area OSPF,

E IGRP) ,  command- l ine  interface

conf igurat ion of  switches ,

Ethernet  switch ing ,  V i rtua l

LANs (VLANs) ,  Spann ing Tree

Protoco l  (STP)  and VLAN

Trunk ing Protoco l  (VTP) .  (CSU)  

C I S  2 3 3  C :  C I S C O
N E T W O R K I N G  4

Focuses on advanced IP  address ing

techn iques ;  Network Address

Trans lat ion (NAT) ,  Port  Address

Trans lat ion (PAT) ,  and DHCP;  WAN

techno logy and termino logy ;  PPP,

ISDN,  DDR,  Frame Re lay ,  network

management ,  and introduct ion to

opt ica l  network ing . (CSU)
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C I S  2 5 7  C : C L O U D
I M P L E M E N T A T I O N  A N D
S E C U R I T Y

This  course prepares students  to

understand c loud comput ing ,

ana lyze c loud techno log ies ,  secure

c loud infrastructures ,  learn

d ifferent  c loud types and serv ices ,

and manage v i rtua l  servers  and

c loud storage .  The course a lso  wi l l

cover  the top ics  of  v i rtua l izat ion ,

software def ined networks ,  storage ,

and var ious  vendor  c loud products ,

and programming models .  (CSU)

C I S  2 9 5  C :  C I S
I N T E R N S H I P

This  course is  des igned to  g ive  the

student  cred it  for  work exper ience at

a  re lated occupat iona l  works i te ,  wh i le

be ing concurrent ly  enro l led in  a

vocat iona l  major .  For  each un it  of

cred it ,  a  min imum of  75 pa id  or  60

unpa id  works i te  internsh ip  hours  is

requ ired .  The internsh ip  a l lows

students  to  app ly  knowledge ga ined in

co l lege courses to  an actua l  work

sett ing ,  sample  career  cho ices  and

improve job-read iness  sk i l l s .  (CSU)
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